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ABSTRACT

Internet of Things (l1oT) refers to a global network that integrates the real world with the virtual world of the Internet
for intelligent decision making. In a computing environment, thousands of smart devices with limited storage, battery
backup, and computing power are interconnected. In such an environment, mobile phones transitioning from 4G to 5G
will play an important role. High bandwidth, wide coverage, easy connection, built-in charging, M2M communication
interface, etc. special features such as the 5G cellular network make it the best candidate for the future 10T backbone
network. However, researchers think that due to the limited resources of 10T devices, some security and privacy issues
will arise when using 10T on 5G mobile phones. Recently, many ideas and methods have been proposed to solve these
problems. This article provides a comprehensive review of the ideas and methods proposed in recent years. This
document also highlights different open source security issues, challenges, and future research directions.

Keywords: Internet of Things, 10T, 5G Cellular Networks, Security, 3GPP, M2M Communication.

1. INTRODUCTION

Internet of Things (1oT) refers to the collection of different interconnected heterogeneous objects and devices in an
internet like architecture to communicate among themselves. These uniquely identifiable physical objects are
expressed with their virtual representation to achieve a common goal in different areas and applications [1]. In
various applications like agriculture [2], healthcare [3], transportation [4], Smart Home [5], Smart Cities [6], etc., loT
technology is being widely used [7]. Therefore, 10T has become a focus of research in different industry applications
like cyber-physical systems (CPS), machine to machine (M2M) communications, cyber-transportation systems (CTS)
etc. Figure 1 shows the architecture of the Internet of Things.
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Figure 1: Architecture for Internet of Things

After successful implementation of 4G, 5G is being developed as an evolved platform of 4G with several additional
advantages and features. Since 3GPP based LTE is one of the most successful cellular networks, 3GPP 5G is also
expected to reach the same level. 5G network introduces several advantages like high bandwidth, faster
communication, wider coverage, easy and cost-effective connectivity, machine type communication etc., and thus has
all the versatility to be adopted as the backbone network for the future loT. However, successful implementation of
10T over 5G depends how well the security issues are addressed. With the advancement of modern-day cellular
networks, new security and privacy concerns are emerging. Moreover, the use case scenarios of 10T over cellular
networks are numerous; for instance: healthcare management system, smart home management system, transportation
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system, power grid management system, smart metering, etc. Therefore, different use case scenarios will require
different security solutions that takes the resource constraints of an 10T environment into consideration. Several schemes
and protocols have been proposed in recent times to handle the above discussed issues. The main focus of this paper
is to give a comprehensive idea about the authentication schemes and security solutions proposed for an loT
environment with 5G cellular network as a backbone. Additionally, different security-based challenges and threats that
need to be considered in an loT environment are discussed in this paper. Furthermore, based on the open issues,
future research directions are also highlighted. In the literature, there are several papers present in the area of 10T in
general. But there are not too many survey papers that describe the authentication mechanism for 10T over 5G cellular
networks [8] [9] [10].

Contribution and Approach - The contributions of this paper are as follows.

e The advantages of 10T over 5G cellular network are highlighted.

e  The security mechanism in 5G cellular network is presented.

e The security issues and threats for 10T in 5G cellular network are highlighted.

e Schemes and solutions proposed recently to tackle security issues/threats in 10T over 4G/5G cellular network are
studied and compared with each other. Such solutions may contribute in providing valuable insights for designing
future solutions.

e Various techniques used in the above schemes are highlighted.

e Computation/Communication cost of implementation of the above proposals in the resource constrained loT
environment are calculated and highlighted.

e Based on the study of the recent proposals, gaps in research were identified and future research direction for
improved security in loT over 5G cellular network are discussed.

Organization of the Paper - The paper is organized as follows

Section 2 illustrates the overview of loT in 5G cellular network. Security mechanism in 5G cellular network is

described in Section 3. In Section 4, different security issues and threats in 5G-10T is discussed. Section 5 describes

the solutions or methods available in the literature for addressing/ overcoming the security issues and threats in 5G IoT.

Section 6 presents a discussion on the future research directions. Finally, the paper is concluded in Section 7.

2. OVERVIEW OF IOT IN 5G CELLULAR NETWORKS

5G loT comprises of interconnected heterogeneous objects and devices like RFID (Radio-Frequency ldentification
Device), sensors, actuators and cellular phones, that communicate among themselves through the 5G cellular
network. These uniquely identifiable physical objects collect information from their environment and communicate
among each other to achieve a common goal in different areas of applications [11]. 5G 10T is set to revolutionize
several aspects of our day- to-day activities as depicted in Figure 2. Many processes around us are going to be
automated, making them fast and much more efficient. Some of the use cases of 5G IoT are as follows.

Figure 2: Architecture for 5G-loT

A detailed discussion of the various security challenges and threats for 10T in 5G cellular network is presented in
Section 4.
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3. SECURITY IN 5G CELLULAR NETWORKS

In this section, we present the security architecture of the 5G cellular network and the authentication and key
agreement protocol that is used for access security.

3.1 Authentication and Key Agreement in 5G Cellular Network

In this section, we highlight the authentication and key agreement protocol used for access security in 5G cellular
network. As shown in figure 3. 5G authentication and Key Agreement (5G-AKA) protocol was standardized by
3GPP, where three main components are involved: the User Equipment (UE), that contains a Universal Subscriber
Identification Module (USIM); the Home Network (HN), that comprises of the Unified Data Management
(UDM), the Authentication Credential Repository Function (ARPF) and the Authentication Server Function
(AUSF); and the Serving Network (SN), that comprise of Access and Mobility Management Function (AMF) and the
Security Anchor Function (SEAF) [16]. The USIM contains the Subscription Permanent Identifier (SUPI) which is a
unique and permanent subscriber identity, the HN’s public asymmetric key ‘pkHN’, a long-term shared symmetric
key ‘K’ and a sequence Number ‘SQN’. The SUPI is encrypted using the home network’s public key to form
Subscription Concealed Identifier (SUCI).
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Figure 3: Security architecture of 5G-10T

The 5G Authentication and Key Agreement (5G-AKA) protocol [16], standardized by 3GPP, consist of the following

steps [17] [7].

e UE transmits Globally Unique Temporary Identifier or encrypted SUCI to the serving network.

e Serving Network, i.e., SEAF sends a request to AUSF for authentication.

e AUSF then sends the authentication request to UDM/ARPF.

e If AUSF received SUCI, it decrypts SUCI to SUPI using the Subscription Identifier De-Concealing Function
(SIDF) to identify the shared secret key ‘K’. Then, UDM/ARPF generates the Authentication Vectors
(AV’s) consisting of an Authentication token (AUTH), Expected Response (XRES), a Key (KAUSF) using the
key ‘K’ and a set of one-way hash function.

« The Authentication response is then transmitted to AUSF consisting of Authentication Vector along with the
SUPI.

e AUSF then stores the key KAUSF and generates the hash value of XRES(h(XRES)).

e AUSF transmits authentication response to SEAF that contains AUTH and h(XRES). SUPI is not sent to the
SEAF along with the response. It is sent after successful completion of the UE authentication.

e After storing the h(XRES), SEAF send an authentication request (AUTH) to UE.

e  Using the shared secret key ‘K’, UE validates the AUTH. If validation is successful, then UE considers that the
serving network is authenticated.

« UE computes the response value (RES) and send it to SEAF.

e SEAF computes the hash of the RES value and compares it with the stored h(XRES) value.

e SEAF also send the RES to AUSF to validate the value. xiii. AUSF validates the RES value with the stored
XRES value. If validation is successful, then AUSF computes the anchor key KSEAF using KAUSF.

e KSEAF is then transmitted to SEAF from AUSF along with SUPI.

e Finally, AUSF also informs ARPF/UDM that the authentication is successful. [52] [53] The following figure
(Fig 4) shows the Authentication and Key Agreement protocol in 5G cellular network.
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Figure 4: 3GPP 5G-AKA

The hierarchy for key generation in 3GPP-5G AKA protocol is shown in the Figure 5 [19][20]. The integrity and
confidentiality keys are derived from the key KgNB. Final key sets that are generated after successful completion of
5G Authentication and Key Agreement protocol and their detailed usage are describes as follows.

+ KRRCint: used in Radio Resource Control Integrity protection.

* KRRCenc: used in Radio Resource Control encryption.

«  KUPInt: used in user plan integrity protection.

«  KUPenc: used in user plan encryption.

*  KNASint: used in Non-Access Stratum (NAS) Integrity Protection.
*  KNASenc: used in Non-Access Stratum encryption.
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Figure 5: Keys generated during 3GPP 5G-AKA
4. SECURITY ISSUES AND THREATS FOR IOT IN 5G CELLULAR NETWORKS

The User Equipment (UE) or a smart phone is designed to be carried around for the convenience of a user, so that
he/she may have access to various data and voice-based services. A single subscriber usually possesses a single or a
limited number of smart phones. However, in case of 10T devices the scenario changes completely. A subscriber may
have possession of hundreds of 10T devices that are hooked on to the Internet. Therefore, exposing the subscriber to
various known and unanticipated threats. Each loT device may give out crucial private information about the day-to-
day activities of the subscriber. In this section, we discuss some of the security issues and threats that a subscriber may
have to face while s/he is connected to the 10T through the 5G cellular network.
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Figure 6: Security issues and threats present in 10T 5G.

4.1 Security Issues
Different security issues that should be considered in a 5G- 10T environment are as follows [18].

Authentication — It is the process of verifying whether a particular device is a genuine registered device or not. It
is important to ensure that before extending any service (voice based or data based), a device is duly
authenticated.

Anonymity - It is important that during 10T communications, the identity of the individual who
owns the 10T devices does not get revealed. The anonymity and privacy of the individual should be respected.
Integrity — It should be ensured that the data and information exchanged in the 10T environment should not be
altered or modified in transition.

Authorization— It should be ensured that only data originated at authorized or authenticated nodes be considered
for further processing.

Non-Repudiation — It is important that no stakeholder in the 10T environment is able to deny transmitting a
message that was originally send by it.

Data freshness — There should be mechanism to validate the freshness of received data. So that protection from
replay attack may be ensured.

Forward secrecy — It is important that no adversary can relate two different sessions with each other. It should be
ensured that session keys are not compromised even if long term secrets used in the session key exchange are
compromised.

4.2 Security Threats

Several attacks are possible in an 10T environment. Some of the well-known attacks are as follows [15].

Masquerade attack: In this attack, an adversary uses fake identity to authenticate himself as a legitimate user in
that 10T environment. Some of the examples of this type of attack are - impersonation attack, anonymity attack,
user tracking attack, identity theft attack, insider attack, stolen verifier attack.

Man-in-the-middle attack: In this attack, an attacker secretly gains access to the network and possibly modifies
the communication between two parties who believe that they are communicating directly with each other.
Examples of MITM attack are - eavesdropping attack, substitution attack, message modification attack, false
message attack, data manipulation attack, password updating attack, session key leakage attack, etc.
Denial-of-service attack: In this attack, the attacker tries to make a service or resource unavailable by creating a
huge amount of traffic at a time so that genuine user can’t access the services. Some examples of DoS attack are -
Distributed DosS attack, rejection attack, desynchronization attack, etc.

Forging attack: In this attack, the attacker uses authenticated data of a legitimate user illegally to access
the service of the network. Examples are - gateway forgery, sensor forgery, replay attack, collusion attack, white
and black box attack, etc.

Guessing attack: In this attack, an attacker tries to guess the authentication credentials i.e., user id, password,
secret key, etc., when they can’t extract that information physically. Some examples of guessing attack are -
chosen plain text attack, brute-force attack, offline guessing attack, social networking attack, etc.
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« Physical attack: In this attack, the 10T devices are accessed physically by the attackers. In the network, thousands
of 10T devices are present and it is not possible to protect all the devices physically. Examples of physical attack
are - cellular device loss, stolen card attack, USB attack etc.

* Routing attack: In this attack, data and information are transmitted illegally from non-legitimate user to some
improper destination. Examples are - sinkhole attack, wormhole attack, black hole attack, link ability attack, etc.
Figure 6 shows different types of security issues and threats that can be present in an 10T environment over 5G
cellular network. Addressing the issues and detecting the attacks and protecting the environment from these
attacks is a very challenging task in the 10T environment.

5. RECENT PROPOSALS IN THE LITERATURE
In this section, we present some of the recent works in the literature proposed for resolving the Issues and Threats in

loT over 5G cellular networks. Some of the techniques that are used to resolve the issues and the threats in the various
proposals are discussed as follows (Figure 7).
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Figure 7: Technique used in the proposals.

1. Group Based Authentication: In group-based authentication, a group of 10T devices is formed and a GROUP
LEADER is selected from the group. When the loT devices want to communicate with some other device through
the core 5G network, a signature and an encrypted information are sent to the group leader by the 10T device.
After receiving the encrypted data, group leader aggregates the information and send the encrypted data to the 5G
core network. 5G network then verify the validity of the 10T device group. Again, the network is also verified by
the device group so that mutual authentication can be achieved. In case of cellular network, all cellular system has
a secret identity i.e., IMSI (International Cellular Subscriber Identifier). But, in case of 10T network, it is
impossible to assign IMSI number to all the devices connected in the network due to consumption of high
bandwidth. Thus, to develop a scheme using group-based authentication is important, where many devices are
connected to the network through hotspot and only one device with sim card is connected to the 5G core network.
[31], [35] used group-based authentication during their authentication process.

2. Elliptic Curve Diffie Hellman: Elliptic Curve Diffie Hellman Key Exchange [61] is similar to the traditional
DHKE protocol, but only difference is that instead of using modular exponentiation, ECDHKE uses ECC point
multiplication. In this protocol, sender A has a key pair (dA, QA) and receiver B also has a key pair (dB, QB),
where d is the private key, Q (=d.G) is the public key and G is the generator point of ECC. Now, for A, QA =
dA.G and for B, QB = dB.G. A computes a point (xk, yk) = dA.QB and B computes a point (xk, yk) = dB. QB.
The point, i.e., shared secret key, calculated by both parties is equal [60]. dA. QB =dA. dB. G = dB. dA. G = dB.
QA Session keys are generated during the authentication process using elliptic curve Diffie-Hellman (ECDH) key
protocol and thus it can’t be compromised by an attacker. Thus, to achieve data confidentiality and to prevent the
network from Man in the Middle attack, ECDHKE protocol is used. In [31], Elliptic curve Diffie Hellman key
exchange is used during the authentication process.

3. Blockchain: Blockchain [58]- refers to a data and decentralized transaction management technology which is
developed for Bitcoin network. The focus in Blockchain [59] for various research areas is increasing due to
Different central attributes which can provide Anonymity, Data integrity, Security etc. Blockchain technology
along with 5G network can reduce the economic value of the network as well as the operating cost. Blockchain
with 5G technology is also useful in immediate tracking purpose i.e., to track the exact location of the user in real
time. Double spend problem is eliminated with the help of public key cryptography using Blockchain technology
in which a private-public key pair is assigned to every agent and that the public key is shared with all other
agents. [32], [37] have used Blockchain based technique during the authentication and key agreement procedure.
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4. Digital Signature: Digital signature is a type of public key cryptography that is calculated from the message and
the signer’s secret key or private key and is used to verify the authenticity and integrity of a message. In digital
signature, first of all the sender signs the original message with its private key and then send the original message
and the signed message to the receiver. Receiver decrypts the signed message with sender’s public key and if both
the generated and received messages are same then, the author of the message is validated. Digital signature is
used in authentication process to achieve integrity of the network. In [31], [35], the authors use digital signature
for integrity protection.

5. Lightweight Cryptography: Various Lightweight cryptographic Techniques [51] [52] that can be used for
authenticating a network are XOR, Lightweight Message Authentication Codes, one way Hash function, Elliptic
Curve Cryptography (ECC) etc. Due to smaller internal state, output size and message size and low power
consumption, lightweight cryptographic functions are more suitable in 10T environment security control than
traditional cryptographic techniques. Using a one-way hash function during authentication can provide
untraceability and user anonymity property. ECC is used in resource constraint environment to find the Public
Key family with smaller operands. Elliptic Curve, Ep over Fp, (where p is a prime number) is defined as the
mathematical equation, y2=(x3+ax+b) mod p, where (4a3+27b2) mod p != 0. A point, (X,y), (where x, y € Fp) is
a point on that curve if the point satisfies the equation y2 = x3+ax+b. Suppose, X is a point present on that curve
and R is any random number, then, Q (= X.R), is also a point present on that curve [49] [50]. In [36], [37], [39],
Lightweight cryptographic techniques are used for authentication purpose.

6. Network Slicing: For customized reliable services with limited amount of network resources, low capital
expenditure and operating expense of 5G network, network slicing is used. Here, core network divides the
physical network resource into several independent logical network slices and each slice fulfils its own particular
requirements. In [34], network slicing is used by the authors.

Table 1. Recent proposals for 5G-10T vis-a-vis the techniques used for improved security.

Title of the Proposal Author Technology Used
Fast Authentication and Data Transfer Group-based Authentication, Elliptic
Scheme for Massive NB-1oT Devices in Cao et al. [31] Curve Diffie-Hellman (ECDH) key
3GPP 5G Network protocol, Digital Signature

Blockchain-based trusted authentication in

. X Yang et al. [32] Blockchain
cloud radio over fiber network for 5G

Network slicing, Fog Computing,
Elliptic Curve Diffie-Hellman Key
Exchange Protocol (ECDH), Public key

Efficient and Secure Service-oriented
Authentication Supporting Network Slicing Ni et al. [34]
for 5G-enabled loT

Cryptography
Anti-quantum Fast Authentication and Data Quantum Cryptography, lattice-based
Transmission Scheme for Massive Devices in| Cao et al. [35] | homomorphic encryption, Group based
5G NB-loT System authentication, Digital Signature

LACS: A Lightweight Label-Based Access

Control Scheme in loT-Based 5G Caching | Wang et al. [36] Lightweight Cryptography

Context
Designing Secure Lightweight Blockchain-
Enabled RFID- Based _Aut_hentlcatlon Jangirala et al. Lightweight Cryptography, Blockchain

Protocol for Supply Chains in 5G Cellular [37]

Edge Computing Environment

Secure Authentication Protocol for 5G

Sharma et al. [38] Application layer security based,
Enabled loT Network

An Authenticated Key Exchange Protocol for
Multi-Server Architecture in 5G Networks

Cloud Computing, Lightweight

Wau et al. [39] Cryptography

Certificate less Multi-Party Authenticated
Encryption for NB-loT Terminals in 5G| Zhang etal. [40] | Multi party authenticated encryption,

Networks
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HashXor: A lightweight scheme for identity | Coudhury et. al. | Lightweight Cryptography: Hash and
privacy of 10T devices in 5G mobile network [62] Xor Operations.

LSAA: A Lightweight and Secure Access
Authentication Scheme for Both UE and Cao et. Al. [63]
mMTC Devices in 5G Networks.

Lightweight cryptography: extended
Chebyshev chaotic Maps.

Here, we discuss some of the prominent solutions available in the literature for improving security of 10T in 4G/ 5G
cellular network. These proposals may help in providing valuable insights into novel approaches and techniques for
dealing with security challenges of 10T in 5G cellular network. In recent times, several researchers have proposed
novel schemes to tackle security challenges and threats for 10T in 5G cellular networks.

In [31], Jin Cao et al. have proposed a Fast Authentication and Data Transfer Scheme based on the certificate less
aggregation signcryption technique for Massive NB-l1oT Devices in 3GPP 5G Network, where elliptic curve
Diffie-Hellman (ECDH) key protocol is used to establish the session keys and downlink data are encrypted with
the session keys between each I0TDi and MME. According to the authors, this protocol also deals with
anonymity, non-repudiation as well as protection against different known attacks. Replay attack by addition of
random number, MITM attack by generating the session key, counterfeiting attack because any attacker can’t
generate the valid aggregate signcryption or digital signature without the private key.

A Blockchain based trusted authentication scheme for 5G was proposed by Hui Yang et al. in cloud radio over
fiber network [32].

Hussain Al-Agrabi et al. evaluated an approach for developing a flexible and secure model for authenticating
Industrial Internet of Things (110T) components in dynamic 5G environments [33].

In [34], Jianbing Ni et al. proposed an Efficient and Secure Service-oriented Authentication that supports
Network Slicing and fog computing for 10T over 5G. Here, three issues are taken care of by the authors -
Authentication, Anonymity and Confidentiality. This protocol does not consider roaming services for 10T over5G
that can access the network efficiently.

Traditional authentication mechanism is used by NarrowBand Internet of Things (NB-10T) devices for
accessing the network and performing mutual authentication with the network, which can produce a huge amount
of signaling and communication overhead. Thus, Jin Cao et al. [35] produced a quantum resistant Fast
Authentication and Data Transmission mechanism for Massive Devices in 5G NB-lIoT System that can protect the
network from security and privacy issues and can reduce the network load. This scheme is based on lattice-based
homomorphic encryption technology

In [36], Qixu Wang et al. has presented a scheme LACS: A Lightweight Label-Based Access Control Scheme in
loT-Based 5G Caching Context that authenticates the authorized fog nodes to ensure protection. The proposed
schemes can authenticate the fog nodes by verifying the integrity of the shared files that are embedded label
values so that only the authenticated fog nodes can access the caching service.

In [37], Jangirala et al. has designed a Secure Lightweight Blockchain-Enabled RFID-Based Authentication
Protocol for Supply Chains (LBRAPS) in 5G Cellular Edge Computing Environment. This scheme is based on
bitwise exclusive-OR (XOR), one-way cryptographic hash function and bitwise rotation operations.

Suraj Sharma et al. [38] proposed a secure Authentication Protocol for 5G Enabled 10T Network that can protect
the network from all those attacks originating from public access network. It is an application layer security
protocol and deals with Confidentiality, Integrity and Availability

In [39], Tsu-Yang Wu et al. have proposed an Authenticated Key Exchange Protocol for Multi-Server
Architecture in 5G Networks that deals with perfect forward secrecy (PFS) and privileged insider (PI) attacks and
it is claimed by the authors that the protocol achieves higher security standards.

A Certificateless Multi-Party Authenticated Encryption scheme was proposed by Yinghui Zhang et al. [40] for
NB-loT Terminals in 5G Networks which deals with identity anonymity and non-repudiation. In this scheme
access authentication and data transmission are combined into one Process.

A lightweight scheme, HashXor, for identity privacy of 10T devices in 5G mobile network was proposed by H.
Choudhury [62]. It includes two Hash operations and three Xor operations to achieve all the security
requirements.Jin Cao et al. [63] proposed a lightweight secure access authentication scheme, LSAA, for UE and
mMTC devices in 5G mobile network. According to the author, the scheme can achieve several security
requirements including anonymity and privacy.The above discussed authentication protocols and the
technology used in these proposals are summarized in Tablel.
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5.1 The Proposals vis-a-vis the Security Issues
In this subsection, we elaborate some of the recent proposals in terms of the security issues addressed by them.

In [31], Elliptic Curve Diffie-Hellman (ECDH) key protocol is used by Jin Cao et al. to establish the session
keys and downlink data are encrypted with the session keys between each I0OTDi and MME to achieve data
confidentiality. Digital signature is used in this scheme to authenticate the MME and to protect the integrity of the
downlink data. ToT device’s identity and group identity is protected in each session, thereby providing anonymity.
In [35], Authentication is achieved, because random number is used to generate the signature which can’t be
generated by the attacker without the correct random number. During the authentication process, the user’s
identity is not known to anyone and thus preserving the user anonymity. This scheme is based on deterministic
Diffie Hellman Problem and therefore it provides data confidentiality to the network. Digital signature is used to
achieve integrity of the network.

In [36], it is claimed by the authors that it can authenticate the fog nodes by verifying the integrity of the shared
files that are embedded label values so that only the authenticated fog nodes can access the caching service.

In [37], bitwise exclusive-OR (XOR), one-way cryptographic hash function and bitwise rotation operations are
used by the authors to authenticate the environment. In the scheme, to protect the confidentiality of transmitted
data, participants use random numbers for generating the messages such that it is difficult for attacker to extract
the original message. Because of non- invertible one-way property of hash function, it is impossible for an
adversary to keep track of all the activities performed by the valid user and thus assures untraceability property. In
this scheme, the random

numbers and shared secret keys are not stored on the memory. Furthermore, new and distinct session keys are
generated using fresh random numbers in every session and hence it ensures the forward secrecy.

In [39], instead of the original-identity ‘IDi’, the pseudo- identity ‘PIDi’ is used and this identity is updated after
each, communication. Furthermore, one-way cryptographic hash function is used to ensure user anonymity.
Because of the unavailability of the random number, attacker can’t produce the secret key and thus

provides forward secrecy.

In [40], according to the author, without the private key it is impossible for the attacker to generate valid
signcryption and aggregate signcryption and thus provides mutual authentication. Transmitted data are encrypted
using certificateless aggregation and signcryption technique to provide data privacy and integrity. Instead of loT
device’s actual identity, a registration serial number is provided by the KGC and thus providing user anonymity.
In [62], identity privacy of the 10T devices is achieved by using lightweight hash and xor operations. The scheme
proposed in this work is developed as an alternative to the elliptic curve integrated encryption scheme of 3GPP
5G. As the scheme works alongside 5G-AKA protocol, most of the security issues are already taken care of.
However, it may be noted that the scheme is only designed to achieve identity privacy using lightweight
mechanism. Other security issues and challenges continues to remain in the same state and of same computational
complexity as in 5G-AKA protocol.

In [63], a Lightweight Secure Access Authentication (LSAA) protocol based on extended Chebyshev chaotic
maps is proposed. The protocol can achieve mutual authentication and strong key agreement between UEs and
SNs with robust security protection, including identity privacy protection. The UE encrypts its identity ‘ID’ with
key ‘K1’ that is shared between the UE and the designated SN. Thus, an adversary cannot obtain the 1D of UE;
hence, LSAA achieves identity anonymity.

Table 2. Recent proposals for 5G-10T vis-a-vis the security issues addressed

Paper Issues resolved Issues not considered
mutual authentication, user anonymity,
Cao et al. [31] non- repudiation, Integrity, Data Consumes a lot of computational cost
confidentiality
Yang et al. [32] Anonymity Mutual authentication is not considered
Ni et al. [34] Anonymity, Privacy preserving, Issues like forward secrecy and
: Authentication non-repudiation are not considered.

Not designed for roaming services,
Consumes a lot of computational and
storage cost.

Data Confidentiality, Authentication,

Cao etal. [35] Anonymity, unforgeability

Authentication, Authorization, Integrity, Anonymity, non-repudiation, forward

i GLEL [ Reliability secrecy is not considered.
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Confidentiality, User Anonymity and

Jangirala et al. [37] Untraceability, Mutual Authentication and Integrity, non-repudiation is not
g ' Session Key Establishment, Forward considered.
Secrecy

Consumes a lot of computational and

Sharma et al. [38] Confidentiality, Integrity storage cost.
Wu et al. [39] Authentication, Anonymity, Forward secrecy Integrity and nonjrepudlatlon are not
considered.

Mutual Authentication, Anonymity, Data| Consumes a lot of computational and

Zhang et al. [40] privacy, Integrity, Non-repudiation storage cost.

Coudhury et. al. [62] Identity Privacy, Anonymity Focus is only on identity privacy and

Mutual authentication, Identity Privacy and | Requires setting up of a Centralized Key

Cao et. Al. [63] Forward- Backward Secrecy Generation Centre.

Table 3. Recent proposals for 5G-10T vis-a-vis the existing security threats

Paper Threats taken care of Security threats.

replay attacks, man-in-the-middle (MitM) attacks,
Cao et al. [31] | counterfeiting attack, Anonymity attack, Stolen verifier
attack, Eavesdropping attack, Session key leakage attack

DosS attack, Offline guessing attack,
brute force attack is not considered

DoS attack, Man in the middle attack,
Yang et al. [32] Anonymity Attack Eavesdropping attack, brute force
attack, replay attack are not considered

Eavesdropping attacks, man-in-the-middle attacks, DosS attack, Brute force attack, replay
Anonymity attack and forgery attacks attack are not considered

Quantum attack, Replay attack, Man in the Middle
attack, Forgery attack, Denial of Service Attack

Ni et al. [34]

Cao et al. [35] Insider attack is not considered.

Several well-known attacks are not

Wang et al. [36] Masquerade attack ' .
discussed/considered.

Reader Impersonation Attack, Tag Impersonation Attack,

Jangiralaet al. | Replay Attack, Man-in-the-Middle Attack, Ephemeral | Insider attack, Eavesdropping attack,
[37] Secret Leakage (ESL) Attack, Quantum attack, DosS attack are not considered

Anonymity attack

Sharma et al. [38]| Eavesdropping, Man in the Middle attack, DoS attack, Replay attack is not considered.

Privileged insider attack, stolen smart card attack, replay Dos attack, Eavesdropping attack,

Wu et al. [39] . . Man in the middle attack is not
attack, off-line password guessing (opg) attacks .
P g 9 (opg) considered
Zhang et al. [40] Replay attack, message Modification attack, Dos attack, Eavesdropping attack
' Impersonation attacks, Man- in-the-middle attack, brute force attack are not considered
Choudhury et. al. Replay Attack, Man in the Middle Attack Focus is only_on identity privacy and
[62] anonymity related attacks.

Man in the Middle attack for
Replay Attack, Mutual Authentication, Eavesdropping, | compromising Identity Privacy from

Man in the Middle Attack, Visited Serving Network not
considered.

Cao et. Al. [63]

However, this scheme requires setting up of a Key Generation Centre (KGC) that everyone trusts and that is

responsible for generating the secret keys for the UEs and SNs.

» In[63], according to the author, mutual authentication, session key establishment, identity privacy protection, and
perfect forward-backward secrecy are achieved.

A summary of the above discussion is presented in Table 2.
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5.2 The Proposals vis-a-vis the Security Threats

To overcome various security threats, present in the literature, researchers have developed different schemes which are
as follows and given in Table 3.

« In [31], elliptic curve Diffie-Hellman (ECDH) key protocol is used to establish the session keys to protect the
environment from man-in-the-middle (MitM) attack. Random numbers are used in this scheme to protect the
network from replay attack. It is claimed by the author that the scheme is resistant against counterfeiting attack
because without having the private key, no adversary can forge the valid aggregate signcryption and the digital
signature.

« In[35], it is claimed by the authors that the scheme is resistant against eavesdropping attacks, man-in-the- middle
attacks and forgery attacks, because, message exchanged between parties can’t be corrupted as the session keys
can’t be identified by the attackers.

» In[37], because of the addition of random numbers and timestamp value, it is resistant against replay attack. This

« scheme is resistant against man in the middle attack due to the involvement of secret random numbers.

e In [39], random numbers and timestamps are used in every transmitted message and the timestamp value is
validated after each message is received so that adversary can’t replay the message without a valid timestamp
value and random number and the network is protected from replay attack. It is impossible to guess the identity
and password value together which results in protection from off line password guessing attack.

* In [40], random number and digital signature are used to resist the network from replay attack and man in the
middle attack. The scheme is also resistant against modification attack and impersonation attack by verifying the
network.

* In[62], identity privacy of the 0T devices is achieved by using lightweight hash and xor operations. The scheme
proposed in this work is developed as an alternative to the elliptic curve integrated encryption scheme of 3GPP
5G. As the scheme works alongside 5G-AKA protocol, most of the security threats are already taken care of.

* In[63], protection from Man in the Middle (MitM) [64] is not considered.

5.3 The Proposals vis-a-vis their Computational Costs

In an 10T environment, it is of utmost importance that the computation overhead introduced by any protocol is
minimum. This is because of the limited processing capability of the 10T devices compared to smart phones. In this
section, we analyze the recent proposals in this area with regards to the amount of additional computation introduced
by these protocols at the 10T devices. For the analysis, we make the following assumptions (Table 4).

Table 4. Assumptions.

Symbols Assumptions
m Number of groups.
n Number of terminals.
t Number of authentication vectors sent by the HN.

Tm Time required for a point multiplication.

Tp Time required for a pairing operation.

Th Time required for a hash function operation.

TI Time required for a polynomial multiplication.

Tr Time required for a rotation operation.

TX Time required for a XOR operation.
Tsc.en Time required for a symmetric cipher encryption.
Tsc.dc Time required for a symmetric cipher decryption.

Tc Time required for Chebyshev polynomial operation.

Sm Scaler multiplication.

In Table 5, a comparison, in terms of computational overhead involved in the various schemes present in the literature,
is presented. The overheads are calculated by counting the number of cryptographic operations involved at the
terminal side and at the network side.
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Table 5. Computational overhead

Computational overhead
Proposal Terminal side Network side
Cao et al. [31] 5Tm + 2Th Bn+1) Th+(4n+1)Tm
Ni et al. [34] Sm 2nSm + nTsc.en
Cao et al. [35] 3Th+TI nTl+(2m+ 1) Th
Jangirala et al. [37] 12Th + 15Tr +25Tx ~ Notapplicable as
distributed ledger is used.
Sharma et al. [38] 2Tsc.en + Tsc.dc +2Tx + 3Th 2Tx + Tsc.en + Tsc.dc
Wau et al. [39] 16Tx + 19Tp +14Th 32Tx +47Tp + 27Th
Zhang et al. [40] 4Th +4Tm (2n+2) Tm + (2n +1) Th
Choudhury [62] 3Tx + 2Th 514Tx + 512Th
Cao et al. [63] Tc+4Th + 2 Tsc.en 8 Tc+4Th + 2Tsc.en

6. DISCUSSION AND FUTURE RESEARCH DIRECTIONS

As already discussed in Section 1, in 10T over 5G cellular network, there are several security challenges; this is due to
the resource constraints of the 10T devices. In order to address these security challenges, several schemes and
protocols were proposed recently by various researchers. In this paper, a detailed study of these proposals was
performed. Such a study may contribute not only in deriving valuable insights and novel approaches, but also in
identifying gaps in current proposals that will help in the process of designing future solutions. While performing the
study, security issues and threats that may exist in an 10T environment were also taken into consideration. The
computational cost of each of these proposals at the terminal side (1oT device/ UE) and the network side were also
calculated and compared with each other. During the study, it was found that no single scheme, proposed recently, is
able to take care of all the security issues and threats. Even though some of the proposals are lightweight in terms of
their computation overhead, several important security issues and threats are not considered in these proposals. None
of these protocols are able to meet all the security requirements and resource constraints of an 10T device; and to our
knowledge, none of them are designed keeping the various possible use cases of 10T in mind. For example: in
Choudhury et. al’s scheme [62], even though the computation cost at the terminal is just 3Tx + 2Th, it considers
authentication of only a single device. However, may schemes like the ones proposed in [31] and [35] considers
authentication of the devices in groups, which seems more practical for efficient utilization of bandwidth. It is
observed that all the solutions are proposed as novel solutions with no alignment with the current 5G-AKA,; this will
make the solutions very difficult to be adopted in a practical scenario, especially after wide scale commercial
deployment of 5G cellular network. It is also observed that none of the proposals suggests a mechanism for
registration of the 10T devices with the 5G cellular network. In a practical scenario, an individual will possess several
10T devices in his/her household/ workplace/ business. It will thus be almost impossible for the individual to acquire a
USIM or to carry each of the loT devices to the home network for registration, which is a mechanism that is basic to
5G-AKA. Therefore, there is a need to formulate a mechanism for 10T-5G, through which 10T devices may be
registered and deregistered as and when required by the individual from his own place, through his UE, without
visiting the HN. It may be noted that the UE, once authenticated, is a trusted party of the HN with whom the HN
shares its security credentials.

6.1 Future Scope of Research

Based on the study presented in the preceding sections and on the basis of the above discussions, we recommend the
following future scope of research in the field of 10T over 5G cellular network.

» There is a need to device lightweight cryptographic solutions for authentication of the 10T devices, over the 5G
cellular network, that are low in computational complexity and that takes care of all the known security issues
and threats into consideration.

»  The solutions have to designed in such a way that they are aligned with the current authentication key agreement
protocol used in 5G cellular network (5G-AKA), without requiring much modification, for easy adoption in
actual deployments.

»  The solutions should allow an individual to register/deregister an 10T device as an when required through his/her
UE. It may be noted that UE is already registered with the HN and it shares security credentials with the HN at
the time of acquiring the USIM form the HN.
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»  The solutions should be such that the UE acts as a gateway and allows the network to authenticate a group of loT
devices in a batch to save bandwidth and communication cost.

7. CONCLUSION

5G mobile network will play a key role in future loT deployments. However, existing security protocols used in the
5G cellular network may not be suitable for resource-constrained 10T environments. Therefore, researchers have
recently proposed several security schemes and protocols. Most designs use lightweight cryptographic techniques that
take into account the resource constraints of the 10T environment. However, it is observed in this study that none of
them are able to successfully handle all the security issues and threats that may exist in the 10T environment.
Additionally, none of the designs are 5G-AKA compliant (the AKA protocol adopted in the 5G cellular network). This
makes it difficult to adopt the proposals in a practical scenario. It was also found that none of the proposals consider
the requirement to formulate a simple mechanism for registration and de-registration of 10T devices with the 5G core
network. In a practical scenario, it may not be possible to obtain a USIM for every 10T device. Thus, it can be
concluded that the effort to create effective security schemes for 10T over 5G cellular network is still an active area of
research, and continued efforts in this direction are extremely important for the success of future deployment of 10T
over 5G cellular network.
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