e-1SSN :

INTERNATIONAL JOURNAL OF PROGRESSIVE 2583-1062
&‘ PREMs\% RESEARCH IN ENGINEERING MANAGEMENT
AND SCIENCE (IJPREMS) Impact
. Factor :
WWW.1jprems.com Vol. 03, Issue 10, October 2023, pp : 330-323 5.725

editor@ijprems.com

CLASSIFYING FAKE NEWS USING NATURAL LANGUAGE
PROCESSING

Harpreet Singh Anand?, Ashritha R Murthy?

1Student, B.E. (Hons.) Computer Science, Birla Institute of Technology and Science, Pilani Campus, Pilani
India.

2Assistant Professor, Department of Computer Science and Engineering, JSS Science and
Technology University, Mysuru, Karnataka, India.

ABSTRACT

The concept of Real and Fake news Classification and Detection is a domain which is still in the initial-development
stage as compared to other projects of similar kind in this domain. ML or Machine Learning is a useful part of this
project. The purpose of using these algorithms is to help the users to understand the various difficult and unyielding
problems and to build Smart Artificial Intelligence and Machine Learning Systems to tackle problems for this concept.
For the purpose of this research, we have used the concept of NLP along with two popular Machine Learning
Algorithms for the purpose of the classification of real and fake news.
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1. INTRODUCTION

The sheer volume of information produced every day makes it difficult to distinguish between real and fake news, but
advances in natural language processing (NLP) present a possible solution. In today’s digital era, the spread of
information via social media and internet platforms has given people the power to access news from many different
sources. The growth of fake news, meanwhile, is a drawback of this independence.

Fake news is inaccurate information that has been purposefully spread to confuse the public and undermine
confidence in reputable journalism. Maintaining an informed and united global community requires identifying and
eliminating fake news. NLP, a subfield of artificial intelligence, gives computers the capacity to comprehend and
interpret human language, making it a crucial tool for identifying deceptive information. This article examines how
NLP can be used to identify fake news and gives examples of how it can be used to unearth misleading data.
Organizers can look at it as a great platform to advertise about their events and stay connected with a larger audience,
having special interests in technical events. Participants can look at it as a one stop solution to get notified about all
the technical events happening around.

We consume news through several mediums throughout the day in our daily routine, but many a times it becomes a
hectic to decide which one is fake and which one is trustable and true. Do you read and accept all the news you see on
social media Every news that we read or accept is not real. When you read a fake news and you accept it as true news
without knowing if it is really true then the world which can affect society because a Individual's thinking or mindset
can be changed after listening or watching fake news which the user accepts to be true. How can we know all the news
we encounter in our day to day lives are true or fake?

The news is updated regularly. The classifications of news were occasionally revised since the reporter and the reader
had different viewpoints. Journaling the information for reclassification was a waste of time. A media company would
like to discover what types of news the public is interested.

2. SENTIMENTAL ANALYSIS

To identify bogus news, sentiment analysis using NLP can be an effective strategy. NLP algorithms can ascertain the
intention and any biases of an author by analyzing the emotions displayed in a news story or social media post. Fake
news frequently preys on readers’ emotions by using strong language or exaggeration.

A news item covering a political incident, for instance, can be identified by an NLP-based sentiment analysis model as
being significantly biased in favor of a specific party and using emotionally charged language to affect public opinion.
Semantic analysis and fact-checking

To confirm the accuracy of the material, fact-checking tools driven by NLP can analyze the content of a news piece
against reliable sources or databases. By highlighting inconsistencies and contradictions that can point to fake news,
semantic analysis aids in understanding the meaning and context of the language that is being used. An NLP-based
fact-checking system, for instance, can instantly cross-reference a news article’s assertion that a well-known celebrity
endorses a contentious product with reliable sources to ascertain its veracity.
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Named entity recognition (NER)
In NLP, named entity recognition (NER) enables computers to recognize and categorize particular entities referenced
in a text, such as individuals, groups, places or dates. By identifying significant players, fake news can be debunked
by discovering contradictions or made-up information.
Examples of nonexistent organizations or locales that NER algorithms may highlight as potential signs of false news
are mentions in news articles about purported environmental disasters.
Recognizing sensationalism and clickbait
NLP models may be trained to spot sensationalized language and clickbait headlines, both of which are characteristics
of fake news. These methods can assist in filtering out false information and ranking trustworthy news sources.
For instance, sensational phrases and inflated claims that frequently accompany clickbait articles can be found by
analyzing headlines and content using an NLP-powered algorithm.
Assessing the reliability of the source
NLP methods are capable of analyzing historical information on news organizations, such as their standing, reliability
and historical reporting accuracy. This data can be used to evaluate the validity of fresh content and spot potential fake
News sources.

For instance, an NLP-powered system may evaluate the legitimacy of a less well-known website that published a
startling news report before deeming the content reliable.

Machine Learning

Machine learning makes use of old computer data and analyze it to learn things automatically. Machine learning
services a variation of methods to create models seeing past data and calculations.

Supervised Learning:

It is a type of learning where, the desired output is mapped to its specific function. A supervised learning algorithm's
main goal is to discover a mapping between input and output function. The machine self learns in this model.

3. TYPES OF SUPERVISED LEARNING

Random Forest: It is a machine learning algorithm that is frequently utilized. In machine learning, it is used for both
classification and prediction. It is exclusively based on collective learning, which is a process of joining the multiple
models to resolve difficult problems. Random forest builds several decision trees and then merges them, with a better
prediction and accuracy.

Naive Bayes: Naive Bayes is a type of Supervised Machine Learning algorithm, which uses bayes theorem to solve
grouping problem. It is used for text categorization in a high-dimensional training dataset. The Naive Bayes classifier
is a simple, effective, and probabilistic classification method that predicts an object based on its likelihood.

Decision Tree: It is a supervised learning approach that may be used to solve categorization and prediction problems,
however it is most often used to solve categorization problems. A decision tree splits into subtrees on basis of yes or
no as a answer

Logistic Regression: It is a method for predicting a categorical dependent variable based on a set of autonomous
factors. As a result, either a distinct or absolute result is required. It can be true or false, Yes or No, 0 or 1, and so on,
it delivers numbers between O and 1, and not exact values. Logistic regression can quickly identify the most effective
classification criteria and categorise observations using a variety of data types.

Natural Language Processing (NLP): NLP is an field of CS that mixes with Al. It's the science that enables
machines to interpret, study, handle, and human communication. It helps programmers organise their knowledge in
order to execute projects.

TFIDF: TF-IDF is a subtask of information retrieval and information extraction that seeks to represent the relevance
of a word in a document that is part of a corpus (a collection of documents). Few search engines mostly employ it to
assist them in obtaining better results that are more relevant to a specific query.

NLTK: NLTK is a library and programme collection for processing of language. This NLP library is very Powerful,
with modules for educating robots to understand and respond to human gestures.

Evaluation metrics: Evaluation measures can be used to explain a model's performance. The ability of evaluation
metrics to discern between model results is a key feature.

Confusion matrix

The matrix which is used to see the performance of the test data on a 2*2 matrix of a classification model. Some of the
parameters in the confusion matrix can be used to calculate the performance of a binary model.
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Target variable have two values:

e Positive
e Negative
TERMINOLOGIES OF CONFUSION MATRIX

True Positive (TP): True positive means that the Model correctly predicted the outcome and that the real or actual
value was likewise correct.

True Negative (TF): Model predicted FALSE in True Negative, and the real or actual value was also FALSE.

False Positive (FP): In False Positive, Model has predicted TRUE, but the actual value was FALSE. It is also called a
Type-I error.

False Negative (FN): In False Negative, Model has predicted FALSE, but the actual value was TRUE.
Classification Report

A Classification report is used to measure the quality of predictions from a classification algorithm.
TERMS OF CLASSIFICATIONREPORT

e Accuracy: This refers to how often the model correctly predicts the outcome.

e Precision: It is the number of correct outputs provided by the model or the proportion of all positive classes
correctly predicted as true by the model.

e Recall: It's the proportion of positive classes correctly predicted by our model out of a total of positive classes.

e FI-Score: The weighted average of Precision and Recall is the Fl Score.

4, CONCLUSION

Researchers are attempting to develop more reliable ways for detecting false information in this developing, fake-
news- infested environment, as the concept of fraud detection in social media is still relatively new. As a result, this
research could be valuable in assisting other researchers in establishing which methodology combination should be
used to accurately detect fake news on social media. It's vital that we have a strategy for identifying fake news, or at
the absolute least, a basic understanding of it. That not everything we read on social media is true, and that we should
be sceptical at all times. We can help people make more informed decisions this way, and they won't be tricked into
believing what others want them to believe.
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