
 

INTERNATIONAL JOURNAL OF PROGRESSIVE RESEARCH 

IN ENGINEERING MANAGEMENT  

AND SCIENCE (IJPREMS) 
 

Vol. 02, Issue 03, March 2022, pp : 41-44 

e-ISSN : 

 2583-1062 

Impact 

Factor : 

2.625 
www.ijprems.com 

editor@ijprems.com 
 

@International Journal of Progressive Research In Engineering Management and Science                     Page | 41  

CYBER SECURITY POLICIES WITH RESPECT TO INDIA AND RUSSIAN  

Mincy Vinod Satija
1
, Dr jayendra Singh Rathor

2
 

1
Research Scholar, Law Department , Kalinga University, Raipur, India. 

2
 Prof. , Law Department , Kalinga University, Raipur, India.  

DOI: https://www.doi.org/10.58257/IJPREMS91 

ABSTRACT 

It's due to the fact that in the real world kinetic warfare, the  protector knew who all are the adversaries, to whom the 

communication of the  trouble has to be delivered or in case if the in the implicit  bushwhacker has  formerly attacked, 

where the  protector has to strike back for  retribution but in cyber warfare, it isn't easy to identify the implicit  

bushwhacker. The implicit  bushwhacker and the  protector have complete knowledge about each other and they take 

part in the  nonstop dialogue in the form of  swapping  trouble  dispatches but the communication of hanging   

dispatches isn't possible in cyberwarfare because gathering information about the implicit  bushwhacker in cyber  

sphere is  delicate in comparison to the physical  sphere. 

Keyword- Indian cyber Policy , Russian cyber Policy, Impact. 

1. INTRODUCTION  

A cyber security policy is a critical document pertaining to the  public security which is easy to overlook in the first 

case with the  significance undermined. Cyber security  programs refers to the document or rather a process through 

which helps  countries and  realities in managing  pitfalls, and control access to  crucial  means and  coffers and 

includes practices and procedures which helps an association in keeping its demesne safe and secure. The field of 

cyber security is a specialized field and like all other specialized fields, cyber security  programs are full of practices 

and principles. A good cyber security policy not only helps in safe computing but also helps in  form and recovery of 

data and information should any accidental or deliberate loss of the same takes place. An effective and effective cyber 

security policy differs from association to association, state to state and  reality to  reality and depends on the  threat 

forbearance perspective as to how the  countries or  realities value their information and the performing vacuity which 

is maintained for  similar information. For this reason, there can be no standard security policy for each association or 

state as each association or state share information among themselves and the public on different scales. A strong 

security policy must identify the vulnerable areas of the association which needs to be secured and  defended. The 

security policy must also  punctuate all the implicit  trouble to critical and sensitive  means, information and data. In 

the  environment of the  pitfalls in the cyber security  programs, they can  radiate either internally and externally. 

Internal  pitfalls include a  dissatisfied hand stealing or oohing some sensitive information to the general public or 

launching a malware into the database of the association. External  pitfalls include hacking of the database by a hacker 

to steal, damage or change the sensitive data. 

Cyber Security: Indian Perspective 

Cyber Security Policy-Need of the hour 

The annual cybercrime statistics released by Norton reported that India suffered losses worth $ 8 billion in 2011.The 

periodic average number of cybercrimes was estimated to be 42 million on a  visage- India base also, in another 

report, Indian Computer Emergency and Response Team( CERT- In) registered a aggregate of 22060 attacks in the 

time 2012.  With the  rapid-fire increase in cybercrimes,  pitfalls and frauds, cybersecurity has assumed a lesser  part 

and significance. As  effects stand, critical  structure in  numerous nations has come vulnerable and susceptible to 

cyber terrorism. The extent of data theft and information leakage has increased with the cross networking of  particular 

data  bias, electronic health record, medical  bias, sanitarium networks, etc. With the growth in the networking sector, 

new layers have been added to the cybersecurity  geography. Connecting electronic  bias in grids, automated vehicles,  

homes appliances  induce a lot of edge but also leaves these cyber physical system vulnerable to  colorful  pitfalls. The 

challenges pertaining to the identification, surveillance, monitoring, and  position  shadowing come are addressed by 

cybersecurity professionals. The use of Artificial Intelligence( AI) has also given rise to new  pitfalls. Hackers  

frequently use false data and  unexpected algorithm to manipulate data and sensitive information which can be  

mischievous to the critical  structure of a nation as extreme dependence on AI systems for mercenary  diligence and  

public security can damage critical  structure. Cybercriminals don't operate in  insulation in the times of technological 

advancement as the organized hackers are constantly probing for the  criterion to control access to data that would  

also make  overdue  fiscal earnings  similar as credit card data and bank frauds. According to the 2016 IBMX-Force 

trouble Intelligence Report, organized crime groups aim at advanced- value records like health- related  tête-à-tête 
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identifiable information. numerous large bank frauds were reported in Canada, Australia, the UK, France, Turkey and 

Japan besides the US as in 2015  bushwhackers stole over$ 1 billion from  further than 100 banks in about 30 

countries including Russia, Japan and the US. There are also cases of the government association being held hostage 

by hackers under the  constraint of hanging  to release stolen top secret government intelligence records in Canada.  

Multiple  coalitions like state- funded cyber terrorist,non-state terrorist groups, unethical hackers also indulge in 

cybercrimes like theft of information, spying, and theft of patents. Countries like Iran, North Korea, and China have 

been reported to use their cyber capabilities to carry out spying, intelligence gathering, propaganda attack and target 

critical  structure systems of other nations. Russian cyber actors post intimation on  marketable websites whereas 

Chinese military uses cyber deception operations to conceal intentions. With easy access to information technology 

indeed nonstate actors use the internet ― to organize,  retain, spread propaganda, collect intelligence, raise  finances, 

and coordinate operations  

Cyber Security policy of India, 2013&Countermeasure Framework 

India ‘s response to cyber  pitfalls so far has been reactive and  incremental. Over the last two decades, India has  

reckoned either on the  conformation of a new agency or a collaboration commission after every majorcyber-attack or 

intelligence failure.  Completing these  conduct, India ‘s Department of Electronics and Information Technology( 

DEITY), 5 under the aegis of Ministry of Communication and Information Technology( MCIT), released the country 

‘s  demoiselle National Cyber Security Policy( NCSP) on 02 July 2013. The policy document was considered a step in 

the right direction by the Data Security Council of India( DSCI) 6 and Institute for Defence Studies and Analysis( 

IDSA).7 still, the policy still overlooks several cyber issues and fails to  incorporate assignments learnt by cyber 

mature nations. Comparatively, in the last three decades, the US, UK, Europe/ North Atlantic Treaty Organisation( 

NATO) and China  have crossed the rubic on in cyberspace security and warfare. The  public security although sets 

huge  pretensions and covers a wide area of operation  which ranges from the institutional  frame to response  

programs in cases of an   exigency, there are still loopholes in the  public policy,  One of the major policy  failings is 

the absence of a  public security policy. The National Security Council( NSC) has  commanded the  expression of  

public  programs  since 1999 but not published any  sanctioned document outlining the National Security Policy  

NSP). Also, the NCSP wasn't  bandied  considerably like other legislation before it  came into force. The NCP is 

neither binding nor enforceable on a multitude of cyber  agencies which renders it  hamstrung. Also, there are being  

pitfalls and vulnerabilities  which the NCP don't address. In 2012- 13, the bulk ofe-transactions were brought about  

through  pall computing or smartphones and the hackers, too, have shifted their focus  towards this medium. 

putatively,  further than android grounded malware were detected in 2013. There's no guiding principle in the NCP 

regarding these intrusions.  Another policy  failing of the NCP is the  nebulous  part and interplay of the  military and 

the  marketable networks in respect of  public cybersecurity. Although  there have been  reflections of setting up a 

central cyber command in the form of Cyber Defence Agency which are underway as the process requires the  

blessing of the other  ministries.8 still, the creation of  similar agency would mean a  resemblant  scale to  address the 

issue of  public cybersecurity which might lead to conflicts.  There are several organizational  failings too, one of them 

being a multitude of cyber agencies which makes it  delicate to have a  harmonious and coherent plan to deal  with the 

issue of  public cybersecurity. To start with, at the top  position itself there are at  least six agencies9 which are playing 

a  part in the  operation of cybersecurity. This  adds  further confusion to the entire process. 

Cyber Warfare and Security- The Russian Perspective 

The Russians generally don't use the terms cyber( kiber) or cyber warfare  kibervoyna), except when  pertaining to 

Western or other foreign jottings on the  content. rather, like the Chinese, they tend to use the word informatization, 

thereby  conceptualizing cyber operations within the broader rubric of information warfare ( information nayavoyna). 

The term, as it's employed by Russian military proponents, is a  holistic conception that includes computer network 

operations, electronic warfare,  cerebral operations, and information operations.  According to the Military Doctrine of 

the Russian Federation  One of the features of  ultramodern military conflicts is ― the  previous  perpetration of 

measures of  information warfare in order to achieve political  objects without the application of  military force and,  

latterly, in the interest of shaping a favourable response from the  world community to the application of military 

force.  

Agencies and Organizations 

The Russian military entered the cyber arena rather late. Till  also the cyberspace  was covered by the State ‘s Security 

Service. The Federal Security Service( Federal ‘  naya Sluzhba Bezopastnosti FSB), for case, appears to be the 

Federation ‘s lead actor  for coordinating cyber propaganda and intimation  juggernauts. It also maintains and operates 

SORM( System for Operative Investigative Conditioning), the State ‘s internal  cyber-surveillance system. For a brief 

period in the 1990s, Russia had a separate  information security agency, the Federal Agency for Government 
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Dispatches and  Information( Federal‘noe Agentstvo Pravitelstvennoi Svyazi I Informatsii FAPSI). These  agencies 

have together established the parameters of Russian Cyber Doctrines and  collaboration of the state ‘s cyber 

operations. The military ‘s  part in the cybersphere till   also was limited to areas where the cybersphere lapped with 

electronic warfare. This  changed after 2008 when Russia was engaged in a conflict with Georgia. Although Russia  

surfaced victorious in the conflict, it exposed serious  scarcities in the area of  information operations. As a result, the 

Ministry of Defence( MOD)  blazoned — along  with other military reforms — that it would establish a branch in the 

military responsible  for conducting information operations, complete with especially trained and equipped  Colors. 

These  colors were to include hackers,  intelligencers, specialists in strategic  dispatches and cerebral operations, and, 

crucially, linguists to overcome  Russia ‘s now perceived language capability  deficiency. This combination of chops 

would  enable the Information colors to engage with target cult on a broad front, since for  information warfare 

Objects the use of ― mass information armies ‖ conducting a direct  dialogue with people on the internet is more 

effective than a ―  intermediated ‖ dialogue  between the leaders of  countries and the peoples of the world.  But this 

offer didn't help much as the  service was late in entering the field and this field was  formerly crowded. The FSB 

intimately opposed the action as they  begrudged the intrusion of the  service in this sphere.  

Role of Hackers and Criminals in Russian Cyber Space Regime 

Cyber  playing groups, or advanced  patient  trouble( APT) groups, have come  a central part of Russia ‘scyber-IO 

toolkit. Direct links of these  playing groups with the  government are extremely  delicate to prove and the Russian 

Government also denies  having any link with these  playing groups- there are  numerous  playing groups whose  

Testaments align with that of the Russian Government. Russia isn't unique in this regard  China, Iran, North Korea, 

and other cyber adversaries have been known to outsource their  operations tonon-state actors. Where Russia differs 

from these other adversaries is its  success in this regard. To begin with, Russia has been enabled by its capability to 

draw on a vast,  largely  professed, but employed community of specialized experts. According to  David Smith, 

Russia is a typical extractive frugality that still enjoys the benefits of the   relatively good Soviet educational system. 

Great wealth is concentrated in the hands of a many,  while  numerous people with training in  calculi ,  wisdom and 

computers look for work. The  result is a thriving botnet- for- hire assiduity.27  Russian hackers are considered one of 

the stylish hackers in the world, to an extent  that they're indeed hired by other  countries to carry out cyberattacks on 

their behalf.  In Russia, cyber syndicate thrives because of rampant corruption and weak rule of  law. The services  

handed by these groups include. 

2. CONCLUSION 

The experimenter puts forth the cases where multiple  coalitions like state- funded  cyber terrorist,non-state terrorist 

groups; unethical hackers also indulge in cybercrimes  like theft of information, spying, and theft of patents. Countries 

like Iran, North  Korea, and China have been reported to use their cyber capabilities to carry out  Spying, intelligence 

gathering, propaganda attack and target critical  structure  systems of other nations. Russian cyber actors post 

intimation on  marketable  websites. Chinese military uses cyber deception operations to conceal intentions. With  

easy access information technology indeednon-state actors use the internet “ to organize,  Novitiate, spread 

propaganda, collect intelligence, raise  finances, and coordinate operations ”  The experimenter argues that the India ‟ 

s being cyber security policy must be grounded  on these new arising  pitfalls which might leave the critical  structure 

vulnerable to  attacks if not addressed at the proper time. The cybersecurity strategy should be  similar that it protects 

data from intrusion at  colorful  situations of military and commercial spying,  electronic attacks  dismembering 

critical  structure, ICT and IOT systems and data   sequestration, integrity and security of its citizens. 
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