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ABSTRACT

Wireless ad hoc networks are widely useful in locations where the existing infrastructure is difficult to use, especially
during the situations like flood, earthquakes, and other natural or man-made calamities. Lack of centralized
management and absence of secure boundaries make these networks vulnerable to various types of attacks. Moreover,
the mobile nodes used in these networks have limited computational capability, memory, and battery backup.
Flooding-based denial-of-service (DoS) attack, which results in denial of sleep attack, targets the mobile node’s
constrained resources which results in excess consumption of battery backup. In SYN flooding-based DoS attack, the
attacker sends a large number of spoofed SYN packets which not only overflow the target buffer but also creates
network congestion. The present article is divided into three parts: mathematical modeling for SYN traffic in the
network using Bayesian inference; proving the equivalence of Bayesian inference with exponential weighted moving
average; and 3) develop an efficient algorithm for the detection of SYN flooding attack using Bayesian inference.
Based on the comprehensive evaluation using mathematical modeling and simulation, the proposed method can
successfully defend any type of flooding-based DoS attack in wireless ad hoc network with higher detection accuracy
and extremely lower false detection rate.

1. INTRODUCTION

Cloud computing is a recent technology that aims at providing access to resources instantly as per the needs of the end
users. Cloud enables its customers to make use of the resources that are widely distributed in the internet to perform
computations without installing in their own PC’s and has to pay only for the service they consumed. All the
computational requirements will be taken care of by the cloud service providers and hence all the complexities
involved will be hidden from the user. NIST identifies the five key characteristics of cloud computing as on- demand
self- service, resource pooling, broad network access, rapid elasticity and measured service. Cloud offers services in
three basic forms namely infrastructure (laaS), platforms (PaaS) and Software (SaaS) and is on the stage of evolution
to provide everything as a service (XaasS).

2. LITERATURE SURVEY

M.Khan et.al, in this paper we have made a review of various outlier detection techniques from data mining
perspective. Existing studies in data mining focus generally on finding patterns from large datasets and using it for
organizational decision making. However, finding exceptions and outliers did not receive much attention in the data
mining field as other topics received. Finally, this paper concludes some advances in outlier detection recently.

Masud M.M et.al, botnet is a network of compromised hosts or bots, under the control of a human attacker known as
the botmaster. Botnets are used to perform malicious actions, such as launching DDoS attacks, sending spam or
phishing emails and so on. Thus, botnets have emerged as a threat to internet community. Peer to Peer (P2P) is a
relatively new architecture of botnets. These botnets are distributed, and small. So, they are difficult to locate and
destroy. Most of the recent works in P2P botnet are in the analysis phase. On the contrary, our work is aimed
at detecting P2P botnets using network traffic mining.

3. EXISTING SYSTEM

In existing, DoS attack detection mechanism suggested for the Internet can be used for attack detection in wireless ad
hoc network, but attacker trace back mechanism suggested for Internet is not effective for these networks due to
limited resources and computational ability of node. An ATA and cumulative sum (CUSUM) algorithm for the
detection of SYN flooding-based DoS attack. Since the threshold is set adaptively based on mean SAR, the ATA
misinterprets attack traffic as normal traffic after some samples of attack traffic due to persistent attack which further
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results in increased false alarm rate and lower accuracy. A mechanism for early detection of SYN flooding attack in
mobile ad hoc network (MANET) by monitoring the number of SYN packets, SYN-ACK packets, and final ACK
packets exchanged between a node and a multimedia server. The number of half-open connections was calculated by
the multimedia server and a decision is made as malicious node if the number of half-open connection is greater than a
threshold.

4. LIMITATIONS OF THE EXISTING SYSTEM

Existing method suffering from higher false alarm rate since legitimate nodes are mis detected as an attacker if the
RREQ rate is greater than the computed threshold. Lack of centralized management and absence of secure boundaries
make these networks vulnerable to various types of attacks.

5. PROPOSED SYSTEM

In proposed system, a novel method is proposed for modeling the SYN traffic in the network using Bayesian
inference, and the mean of Bayesian inference is used as a metric for SYN arrival rate (SAR) in the incoming traffic
which is discussed in Section Ill. Since exponential weighted moving average (EWMA) is a widely used method for
the detection of flooding attack, the proposed article proved the equivalence of mean of Bayesian inference with
EWMA using three lemmas. It is proved that EWMA is equivalent to the mean of Bayesian inference for normal
traffic as well as for persistent attack traffic. A method to detect the presence of attack in the incoming traffic is
addressed in the present article.

For normal traffic, mean of Beta distribution is computed for each sample to estimate the normal statistics of mean
SAR. So for attack detection, mean of Beta distribution is slightly modified to detect the changes in the incoming
traffic. As the number of SYN packets is more than the normal statistics for consecutive samples (indication of
anomalous traffic), the computed mean till the last sample of normal traffic is stored. Subsequently, the mean for
anomalous traffic was recomputed.
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Figure 1. Architecture Diagram
5.1 List of Modules

e Login

e Register

e  User Registration
e File Uploads

o View file details

e Threshold Dos attacks

e  Graph details

5.2 Modules Description

Login

Logging in is usually used to enter a specific page, which trespassers cannot see. Once the user is logged in, the login
token may be used to track what actions the user has taken while connected to the site.
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User Registration

This module is User Registration; all the new users have to register. Each user is given a unique password with their
user name. To access their account they have to give their valid username and password i.e. authentication and
security is provided for their account.

File Uploads

In the file uploads module mainly designed to upload data from cloud. The method can also be used to find the
misbehavior detection on data uploads from authorized to user to other user.

View File Details

In the uploaded file details to viewing file details for overall detailed showing user uploading file methods. User can
easily to find out file details.

Threshold DOS Attacks

Threshold is a value. You associate the Threshold to a Statistic (Polled Data). When data is collected for that Statistic,
it is compared with the associated Threshold value. If the collected data value does not suit the Threshold value then it
indicates that this kind of data might lead to poor performance of the device or network. Here, the term "suit" is used
as you can set up a Threshold value along with a level, such as the maximum value, the minimum value, and equal
value.

Graph Details

In the details show in the graph in dos attackers shown in n number of attacking in networks on month and time details
shown in the graph details. A chart, also called a graph, is a graphical representation of data, in which "the data is
represented by symbols, such as bars in abar chart, lines in aline chart, or slices in apie chart .A chart can
represent tabular numeric data, functions or some kinds of qualitative structure and provides different info.

6. CONCLUSION AND FUTURE ENHANCEMENT

In this paper we have applied the data mining techniques for identifying the Denial of Service attack. This type of
attack is very dangerous as it jeopardizes the IT resources. It makes the server busy by imitation messages and
repeated queries. The server is congested by traffic packets, in order to mitigate the server performance. In this
research paper, we have discussed about Cyber security, cyber-crimes their types, clustering, outliers and pattern
recognition. We have applied the famous data mining technique called as pattern recognition on the log file. We set a
threshold value. If the number of similar requests are received at the server, which is greater than the threshold value,
we assume this as an attack and the administrator is been informed. By this approach we can identify the denial of
service attack easily as in DoS attack, the attacker or the hacker sends same multiple requests in order to mitigate the
server performance.
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