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Abstract


Enhancing ATM security by combining two strong biometric technologies: fingerprint and iris recognition. This system captures and verifies both fingerprints and iris patterns to ensure that only authorized users can access their accounts, making it much harder for fraudsters to gain entry. By using both methods together, the system offers a higher level of security and accuracy compared to traditional single-method systems. This project involves developing the necessary hardware and software to integrate these technologies, creating a more secure and user- friendly ATM experience.

Introduction
· In today’s fast-paced technological era, security is a top priority for every individual. To stay protected, it is essential to keep up with advancements in technology. This project, titled "Advanced Security System," introduces a novel approach to ATM access. Traditional ATM security methods are vulnerable to fraud, such as card cloning, theft, and forced PIN disclosure under threats. To address these issues, biometric authentication offers a more secure alternative, ensuring that only the authorized user can access their account. This innovation enhances security and minimizes the risks associated with conventional ATM transactions.
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Existed System :-

In current ATM systems, they are prompted to enter their card's security PIN Following this, the system may require fingerprint and facial recognization authentication as an additional security measure the fingerprint scan and facial recognization verifies the user's identity through biometric data, providing a second, more secure layer of authentication

However, a drawback is that technological advancements have made it possible to duplicate
fingerprints and facial recognizations, potentially compromising this security measure.

Proposed Statement :-


To enhance security further, integrating Iris authentication with the existing system can be proposed. By adding Iris recognition, the ATM system gains an additional layer of protection, reducing the risk associated with fingerprint duplication and Face duplication ensuring a more robust user verification process.



FUTURE ENHANCEMENT



Incorporate additional authentication methods such as facial recognition, OTP via email or SMS, or voice recognition for enhanced security.

Store biometric data securely in the cloud with advanced encryption to allow seamless access across multiple ATMs.

Implement AI algorithms to detect unusual behavior or fraudulent activities, such as unauthorized access attempts or abnormal transaction patterns.

Componenets





Hardware:
· Processor : intel i3/i5/i7
· Ram : 8GB or more
· Storage : 256GB or more
· GPU
· Finger Print Sensor
· Webcam

SOFTWARE :
· Operating System: Windows 10/11
· Programming Language: Python
· Libraries:- TensorFlow/Keras/PyTorch/Open CV Iris Recognition
· Deep Learning : Neural Network Based Algorithm
· Database : SQLite
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CONCLUSION



The Advanced ATM Security System using fingerprint and iris recognition is a modern solution designed to make ATMs safer and more convenient. By using biometrics instead of traditional methods like PINs and bank cards, this system reduces the risk of fraud and unauthorized access to accounts.

This project is built in layers, each handling a specific part, like capturing fingerprints, storing user data, and generating receipts. This organized design makes it easy to maintain and upgrade. Using a lightweight database like SQLite keeps things efficient, and generating PDFs for user records adds a helpful feature for documentation.

In summary, this project makes ATM transactions faster, more secure, and easier for users by allowing them to use their fingerprint and iris for authentication, offering a glimpse into the future of secure banking.












Thank you
image6.jpeg
Authentication Status

Biometric
Authentication

Fingerprint/iris data
[Transaction Request

Authentication Status

Transaction Confirmation + Balance Info

Transaction Result

Transaction > Database
Processing

>

Transaction Query





image7.jpeg
AN WEND

Seec View alsers

selct ot usor accout

AT TRANSACTION

View il User |

0

input ascount number

e Accaunt numoer

\Q

comple ranacton

ext





image8.jpeg
bt

Start Application

¥
Regstr AU Transaction

v

Register New User

¥

Enter Name

¥

Capture Fingerprint

¥

Capture Iris

2
Generate Account Number

s
Store User in Database

Y
Create Registration PDF

v

User Registered Successfully!

< Choose Option? L

Enter Account Number

v

Capture Fingerprint for Authentication

¥

Capture Irs for Authentication

¢—YES<'Authent\(atmn Successful?

Display Menu

A

No

S

Display Access Denied

O
Choose Transaction

Check Balance? \——> Deposit Money -*/ithdran tone, ¢

i :

Enter Deposit Amount.
Display Balance

| |

ves

r/ Sufficient Bal, an(e7)%

Update Balance Display Insufficient Funds

1 2 o

¥

Enter Withdrawal Amount

Update Balance

¥

< Choose another transaction?

¥

Exit ATM

l (o<

Exit Application





image9.png
Main

User Registration ATM Transaction

User Management

+Checklupdate balance.

- +view delete user
+Capture for Adthentication

2 N &
% PDF Generator Biometric Capture % Account Management| DataBase

+PDF File +Fingerprint, Iris capture

+manage user data

ReportLab Library Camera Module

SQLite

+Image processing

Open CV





image10.jpeg
user ATM SYSTEM

user Regisiration

register_user(

Fingerprint Scanner

input name

ame

jstration Succesfull Account number generated

# capture fingerprint

fingerprint data

Capture Inis)

i

{irs data
i<

 store_user(name fingerprint_data,iris_data.

 confirmation regisration

=

tm_transaction

User Authentication

input Account number

account_number

" Automatic capture fingerprint

JHgerprntinput

| automati capture iis

+iis input

fetch biometric data

i biometric
L match

|

user

ATM SYSTEM

DATA BASE

FINGERPRINT
SCANNER

IRIS
SCANNNER





image11.jpeg
® apppy X

C: > Users > ganes > OneDrive > Desktop > final > final > @ app.py > ...
1 from flask import Flask, request, jsonify, send from directory
from flask_sqlalchemy import SQLAlchemy
from flask_cors import CORS
import os

app = Flask(__name_ )
CORS(app) # Enable CORS for cross-origin requests
app.config[ 'SQLALCHEMY_DATABASE_URI'] = 'sqlite:///users.db’
app.config[ ' SQLALCHEMY TRACK MODIFICATIONS'] = False

10 db = SQLAIchemy(app)

11

12 # Database Model

13 class User(db.Model):

LENO U A WN

14 id = db.Column(db. Integer, primary_key=True)
15 name = db.Column(db.String(100), nullable=False)

16 mobile number = db.Column(db.String(15), nullable=False)

17 address = db.Column(db.String(200), nullableFalse)

18 government_id = db.Column(db.String(50), nullable=False)

19 account_number = db.Column(db.String(20), unique=True, nullable=False)
20 balance = db.Column(db.Float, default=0.0) # Added balance field

21
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def register():
try:

# Retrieve form data
name = request.form[ ‘name"]
mobile number = request.form[ ‘mobile’]
address = request.form[ *address']
government_id = request.form[ ' government_id']
account_number = 'ACC' + str(db. session.query(User).count() + 1)

# Create new user

new_user = User(
name=name,
mobile number=mobile_number,
address=address,
government_id-government._id,
account_number=account_number

)

db.session.add(new_user)
db.session.commit()

return jsonify({'message': 'User registered successfully!®

*account_number: new_user.account_number}), 201

except Exception as e:
print(“Error during registration:", e)
return jsonify({'message': 'Error occurred during registration.’, ‘error': str(e)}), 500
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# Admin login
@app.route(* /admin/login', methods=['POST"])
def admin_login():
data = request.json
if data['username'] = ‘admin’ and data['password'] = 'admin123':
return jsonify({'message': ‘Admin logged in successfully!'}), 200
return jsonify({'message': ‘Invalid credentials!'}), 401

# View all users (admin-only)
@app.route(* /admin/users’, methods=[ 'GET'])
def view_users():
# Check if admin is authenticated
if not request.headers.get(‘Authorization') == 'Bearer admin_token':
return jsonify({'message': ‘Unauthorized access!'}), 403

users = User.query.all()
user_list =

{

*account_number: user.account_number,
"name’: user.name,
*balance': user.balance

} for user in users

1

return jsonify(user_list), 200




image16.jpeg
Admin Login

Username

Password

Login




image17.jpeg
View Users

Account Number Name Balance Action
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